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PMACONTROL TELEGRAM ALERTING NOTIFICATIONS AUTOMATION

TELEGRAM ALERTS — PMACONTROL
Real-time alerting for MariaDB / MySQL monitoring

Critical Action Requir
Pmacontro' [»]:7. 1, SRE d ON
n-call, SRE — soun
Telegram Bot API o o
Listener detects events: HTTPS
- Replication lag/stop » | PosT Operations Warning
" de=Markd

- Disk space low (P EEAER S Bl B DBA team — notifications ON
- Service restart/OOM token: 7123456789:AAH...
- Connection failure

Al Info + Improvement
Extended team — check on demand

ALERT TYPES
Info Warning Improvement Action Required
Server: db-prod-01 Server: db-slave-01 Server: db-prod-01 Server: db-slave-01
Event: Service restarted Event: Replication lag Missing index detected Replication STOPPED
Version: MariaDB 10.11.6 Lag: 120s (threshold: 60s) Ratio: 450:1 rows exam/sent 10=No SQL=No ERR:1062
Uptime: 0d Oh 2m Duration: 5 minutes ADD INDEX idx_customer._id Link: /slave/show/42/

SETUP IN 3 STEPS

1. Create Bot 2. Get chat_id 3. Configure PmaControl

@BotFather /newbot -> get token getUpdates API -> group chat_id telegram.php: TOKEN + CHAT_ID

Jebl esdsole sdsur 1dos s IUIJIde,50s5¢

welos wowsele o s 1JIJIe 508 po povd s Ipulpuss: Jl Tz sdlel s lJsde 1Jweds.
wvswe g uwlds lJoowse ex) [douss IUIdIes0s Bs Iduwles 3 pocleln s wruy [dsse
lJolds. sowj wowsoe Telegram s gse DBA gos lJbJo - sspwd jpo ldsuesd wso ldghe o,

lJosed po wvlele [ds wslo.

suvetse PmaControl Telegram Jdols lJeoowse [Jlpwlgwss 1Jglues wo. lool Jsuwe bls: ool sl
wdus. yswgwle Telegram pzloss: APl Cywsl: gwsgp |J uwlisd Markdown.: gogwet lJezeselw

9T SO |Jouy§o|o Tuvw |Jt]o_9J6.

louwls wow wsdsoile

IJelege 1: wolyed e @BotFather

lsez Telegram glozes g0 @BotFather . o3l oy Jswge Telegram IJ,owes Jloguls sswsele Ie)s.



Vous : /newbot

BotFather : Alright, a new bot. How are we going to call it?
Vous : PmaControl Alerts

BotFather : Good. Now let's choose a username for your bot.
Vous : pmacontrol alerts bot

BotFather : Done! [...] Use this token to access the HTTP API:

7123456789 : AAHXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

lzwwsls wosl 1 e — loo el AP IJElue wosolet ldswse 1Jgle wd. Jl ousgo B
povwedg Giti gJl wynl,do wyvdd sluat.

IJedos lJeluss: lzved gds perwd 1Js,ouue

stele ldswose [Js perds po soowd [ouwlisd [Jso. Jezeses:

1. 8p wloynls preses Telegram (edJs pwesd [Jeeld: "PmaControl - wyosele lJlpwle”)
2. lgo0s 19w 1Jtloe wd s 1Jpeses
3. Lowd sowlds B 1pzeses

4. loged o- APl getUpdates :

curl -s "https://api.telegram.org/bot7123456789:AAHxxxx/getUpdates" | python3 -m json.tool

S Iy loge go chat_id Jdegeses (g0 owvdos wldopwes Jdeteselw):

{
"result": [{
"message": {
"chat": {
"id": -1001234567890,
"title": "PmaControl - Alertes Production",
"type": "supergroup"
}
}
]
}

chat_id 05 -1001234567890".

IJelogs 3: 1Jlgwwl,
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curl -s -X POST "https://api.telegram.org/bot7123456789:AAHxxxx/sendMessage" \
-d chat id=-1001234567890 \
-d parse mode=Markdown \

-d text="*Test* : PmaControl alert system is working."
Il oo 1d,0elds S 1ppses: Sodl seus 1o 1dedsso seed.
wIJgsu PmaControl
edo lJodsso

sedu ldewy) eds wdgso Telegram J- PmaControl Gss:

/srv/www/pmacontrol/configuration/telegram.php

<?php
// configuration/telegram.php

define('TELEGRAM TOKEN', '7123456789: AAHXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX ") ;
define('TELEGRAM CHAT ID', '-1001234567890');

// Optional: separate channels by severity

define('TELEGRAM CHAT ID CRITICAL', '-1001234567891');
define('TELEGRAM CHAT_ID WARNING', '-1001234567890');
define('TELEGRAM CHAT_ID INFO', '-1001234567892');

ole: stwss o3l IJpdos eds vw (1,6 1Jees)). wboss IUbsole IJeolpuws:

chmod 640 /srv/www/pmacontrol/configuration/telegram.php

chown root:www-data /srv/www/pmacontrol/configuration/telegram.php

lusle lJeowsole

suowd PmaControl [ogs losle po ldeowsele. IJ poel wpouwss ¢log,b:

etdople

wtdp ldoowsele IJledlpss wlitsle IJgbss sJdo [Joljs:
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M Info — PmaControl

Server: db-prod-01 (10.0.1.1:3306)
Event: Service restarted

Version: MariaDB 10.11.6

Uptime: O days O hours 2 minutes
Time: 2026-04-13 14:32:15

lowds eds lpole 1Jpedsple:
o lehs wyuvgsd Eops MariaDB / MySQL
o we lJJdunos 0 wiss, 1Jluesl
* wew |yolus the s> JJesldws

o lJdowpd wyers, ldetbb

wTISY
wuvsy lJopsle lds 1deslgw 1dos ste lJlueocle [Jsol:
A[] Warning — PmaControl
Server: db-prod-slave-01 (10.0.1.2:3306)
Event: Replication lag exceeds threshold
Lag: 120 seconds (threshold: 60s)
Status: I0=Yes, SQL=Yes

Duration: 5 minutes
Time: 2026-04-13 14:32:15

lewds eds loole Jotss,:

o ol oot lJeweled > 1Jewws 1Jélods JJodsso
e povls 1dduwe < 20%
e £ lJlogoldle > 80% oo 1Jes 1JlEues

° o)'|§_) |J|u.uo&J|p|o |ng§“56

IJozovso

sop loowls I, lzle IJotovso wsluwls Marina+ Iy 1Jdsles 1dsleJess:

M Improvement — PmaControl
Server: db-prod-01 (10.0.1.1:3306)
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Suggestion: Missing index detected
Query: SELECT * FROM orders WHERE customer id = ?
Rows examined/sent ratio: 450:1

Recommended: ALTER TABLE orders ADD INDEX idx_ customer id (customer id)

IJlols plodse

wobdo lJoyosele Ides |Jesed [Jgs:

1] Action Required — PmaControl

Server: db-prod-slave-01 (10.0.1.2:3306)

Event: Replication stopped

Slave IO Running: No

Slave SQL Running: No

Last SQL Error: Error 'Duplicate entry' on table 'users'
Time: 2026-04-13 14:32:15

Link: https://pmacontrol.example.com/fr/slave/show/42/

lewds eds IJipole [JpbJsws:

o o lJouwt lJpweled (10 15 SQL Thread)

1Jehbe s, Blod Jsuesd (Buwd leuold SSH s MySQL)

we ldogvlw glod OOM Ls Idypwedle

euvlre 1Jd,ue < 5% (Tues)

tblleuold puwep, (> 3 ptlsdlew)

RBAC: |qua1|_) TN~ |Jt]o_9_)6

YIS ,oJcJé |J!Uu|c, Jl uuuu,oJ TPSE |JQL')-._J..___SO|CJ &,Js V9w IJCP°3J- PmaControl SIEP W9T. SO

lJelog,s |Js presele Telegram lJpz e Jods.

|Jo().)u.u6 |Jp&p|_,§6 |J93uo;$ qol

Groupe "PmaControl - Critical" < Action Required uniquement
Membres : DBA astreinte, lead tech, SRE

Groupe "PmaControl - Operations" « Warning + Action Required

Membres : équipe DBA, SRE

PmacControl - http://pmacontrol.com/ar/site/blog_post/telegram-alertes-pmacontrol/


http://pmacontrol.com/ar/site/blog_post/telegram-alertes-pmacontrol/

Groupe "PmaControl - All" « Info + Warning + Improvement + Action Required

Membres : équipe élargie, développeurs principaux

SOow

// configuration/telegram.php

// Groupe principal (tous les niveaux)
define('TELEGRAM CHAT ID', '-1001234567890');

// Groupes par sévérité

define('TELEGRAM CHAT ID CRITICAL', '-1001234567891'); // Action Required
define('TELEGRAM CHAT ID WARNING', '-1001234567890'); // Warning
define('TELEGRAM CHAT ID INFO', '-1001234567892"'); // Info + Improvement

// Activer le routage par sévérité
define('TELEGRAM ROUTE_BY SEVERITY', true);

eudel sJg0 TELEGRAM ROUTE_BY_SEVERITY o9 true . swpe Lowld dJ woose Wb |Js |deteses

|,Jp(j|uJo Jt]asJCJo. ocuo,J |J,ocp9&6 |JJ3§uu§6 ( TELEGRAM_ CHAT ID ) &J,j VUVEDd pPU JJ UWVSE.
lole lJopouse

lebe wyntsd IJeoes

sJdoyus PmaControl gedsle lebhs |Jogvgsd go) ldewgs, Uptime . bl lpedd sdw |Jogvgsd

p0 X pwles |ds wuee 28158 wsu presew sy Yol seo lehs wyvgsd:

if ($current uptime < $previous uptime) {
Telegram: :sendInfo(

"Service restarted",

$server,
"Previous uptime: " . formatDuration($previous uptime)
“\nCurrent uptime: " . formatDuration($current uptime)

ol IJouse
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wwp poldos IJolt, ouwdd povee. swe wuvisd lJoowse eosel sotle lJsbLd 1Jes Jese

dlods JJwdasu (sdsuve 3,98 pejsds):

// Alerte seulement si le lag est > seuil depuis 5 minutes
if ($lag > $threshold && $lag duration > 300) {
Telegram: :sendWarning(

"Replication lag exceeds threshold",

$server,
"Lag: {$lag}s (threshold: {$threshold}s)\n"
"Duration: " . formatDuration($lag duration)

eunlce 1Jd,ue
PmaControl sgeg lpweesle 1IdE,ue v,y SSH. Jewolw:

o wdsSy: < 20% prlus

e lJzuge: < 5% pclof

[[] Action Required — PmaControl
Server: db-prod-01 (10.0.1.1:3306)
Event: Disk space critical
Partition: /var/lib/mysql

Usage: 96% (used 458GB / 480GB)
Free: 22GB

loe 1JOleJ
sdspe PmacControl werdsd owed lJoble sdmesg Jldw guls Tgsle, OOM:
[ Action Required — PmaControl
Server: db-prod-01 (10.0.1.1:3306)
Event: OOM Killer invoked
Process killed: mysqld (PID 1234)

Memory at kill: RSS 14.2GB, limit 16GB
Time: 2026-04-13 03:42:15

1JlegolJ

I3l Je @opé)g) PmaControl ey |,J|ouo|J VlJCIJP (wpe e poJs SSH ig we yIe |QU0|J MySQL):
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] Action Required — PmaControl

Server: db-prod-03 (10.0.1.3:3306)

Event: Connection failed

Error: SSH timeout after 30s

Attempts: 3/3 failed

Last successful: 2026-04-13 14:25:00 (7 min ago)

swe bowld Idopose b wgs 3 prledle Vlgvds Joruo lJuelse ldlstloss IJelbss Jsze
tdd S ldupvods.

Louwld wdbs, ptueued

sedu JeIdJls PmaControl |)ywld jpwlisd owoywsd Markdown:

// Rapport hebdomadaire
$report = "*Weekly Report — PmaControl*\n\n";

$report .= "[I] *Servers monitored*: 142\n";

$report .= "[] *Healthy*: 138\n";

$report .= "a[] *Warnings*: 3\n";

$report .= "[[] *Critical*: 1\n\n";

$report .= "*Top issues this week:*\n";

$report .= "1. db-prod-slave-03: lag spike (max 340s) — resolved\n";
$report .= "2. db-staging-01: disk 87% — cleanup scheduled\n";
$report .= "3. db-prod-02: 12 slow queries > 10s — indexes added\n";

Telegram::send($report, TELEGRAM CHAT ID, 'Markdown');

S wowsy Telegram Markdown:

o glp®: *texte*

o [[TTexte

e Code inline: “gyp

s JodlJeedsele ldoptss:

texte
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o |J gl [textel (url)

|Jo.f”‘oJ et _9.51.___SJ Relem

Relem og 9Jsd wruvso MariaDB / MySQL ¢lzs. se0sel swpe spze pg PmaControl. swe |gwld

wyueslwe g, Telegram:

[0 Improvement — Releem via PmaControl

Server: db-prod-01 (10.0.1.1:3306)

Recommendation: Increase innodb buffer pool size
Current: 4GB

Recommended: 8GB

Reason: Buffer pool hit ratio 91.2% (target: >99%)

Impact: Estimated 15% improvement in read performance

swe lJodled eds povess |Jepgnwpe: eudel suuvd Releem ey oss go, APl @9 PmaControl

weeldzwol swgzsool |Js Telegram oldJeooyuwsd |Jdslgvs.
lood 1Jeelgule

1. Jl w8 |Jpcestle

wJdssu eoole sldess. pwswpe wtlod preses Telegram lJos wodids 50 woosel sypsl [Josws:
e Idues: 0-2 ,uwlsd W lJipwose (IUzlds 1Jpeldss 0)
o wriss 5-10 unlsd ssesl I 130es

o Ipedsele: S preses posueds suwlosol IUluutlue £0s 1dbJo

2. (9!“ D goeSY J_glqjo IJ!OISIU

ste 1o stess JJ wowse eds Jlob polg, lJs wewsts PmaControl 1Jedlods. sod, DBA £0s

IUbJo ssued poluins lJs Jszs IJetde 1Uglues ol lss wo puvdJs.

3. lgows IUgwsld

"ol oot Ideweled: 120 wloss" 1§d Bl po "wlt 1Jogwe 1Jeweled: 120 eloss (Il 5
oluod ples lJewws: 60 wlyss: lJopose |Jelde ol |JiuAJL_JSE_)". [Jovsle sowler s

wrass [Jlsdssle.
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4. ICUUJ IJJ’L_J’Q Uluujol.o

Lowd Jowlds leol, sspess ("PmaControl ool lJddo: zese 1Jlobes $ss lJogugsd"). Il Je

wes lolds wued: Blow wede o 1 swse pebd dwd sdse the tdsds.

# Cron quotidien de heartbeat
0 8 * * * curl -s -X POST "https://api.telegram.org/bot$TOKEN/sendMessage" \
-d chat id=$CHAT ID \

-d text="PmaControl heartbeat: $(date) — all systems operational"

5. zelse lUes 1Jpps,

Jl edjeo lusl oo Git

* Yp wwtjsue Vs pdu wdssu wlisule p@dsos

lowetsle posy puos Ss Jlowle

lJEle 1) ldpes slels logulise s tlds lgw )l@e ( /revoke ¢Js @BotFather)

6. ©Jdos0 luvelle 1Jolews 1Jprpsd

swst JI Telegram wJsso 1Jluveble tovo [Jptests:
» wots: wpdsu lluvelle: wpdso 1duesw: puss slisel
o lJepdsle: wedso ldlebllo: websd 1Jpesw

e 1IJIJ: wp websd lUlgveble (IJegsls, £0s 1JbJw)
Igwe Jgules 1Jigbls glyaJicol

lJose Jl sound Huwlsd

1. ozdd eu ldoes lJeps): curl "https://api.telegram.org/bot$TOKEN/getMe"

2. ©ordd pu peud IJo o us: curl "https://api.telegram.org/bot$TOKEN/getUpdates"”
3. IJetdd po 1o Iusose eges S 1etpsts

4. ©rdd po beole e telegram.php

5. wtdd p0 wedle PHP wrefey lebls 1Jlo ol

ouwlisd I, e
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131 s0pd JJ woose wuvdd pd i Belds po wdsso TELEGRAM ROUTE_BY_SEVERITY o wdJ weotst.
w90 lJwgzsor suwdd lJouose IJs [dezeses [Jlaw )l joss. pg ldwszsoe Wlue siew lds

etests pr2s. Bl Jlo ddlopl vduw lJpteses: wpod lyuwlds prws0.

wrasd ldeesd

APl 59> Telegram os 30 ,ywlds s IJeloss JIJ Jsosw. I3l Ble PmaControl wpe,ldws 200 ¢le
steseop Ssltosw puvdJs pojlevs: Bspdu lJotde s I, uwlsd. IUtd: orese lJooosole

eds rugle:

[ Action Required — PmaControl (batch)
Multiple servers affected:

- db-prod-01: Connection failed

- db-prod-02: Connection failed

- db-prod-03: Connection failed

Possible cause: Network outage in DC-1

IJedlges

Telegram os Yuls lJouose [Jewldss J- PmaControl: 1w |Joeds: desld wopvsd
Markdown. IJPCPS&IU TV I,JCJOSJD IJuéJs,ju ut)usjo (10 -)OI:SO) SIJUULSCQ '—93J§° Swpe

ldegulos gslbes MariaDB / MySQL slJlelol, wol W 1Jsde lJweds: pe [dovsld 1ddLe Joue .

IJose 1Jddlpnsdss o 11l B IJwowse. sgs £,9 eteses Telegram o 1Jlgvelle lpwsl po
26 579> wowsole eds 1lbJId - tow sdspe Iluntlue wdweol. §p wptlss 1Utoes ssued sele

lJelos s slewol epd ldoswse clowble.
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