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MARIADB SECURITY ACCESS-CONTROL VIEWS

PHYSICAL SEPARATION — AAA SECURITY MODEL

MariaDB views + stored procedures + locked DEFINER accounts
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CREATE DATABASE app_ interface;
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ALGORITHM=TEMPTABLE
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CREATE
ALGORITHM = TEMPTABLE
DEFINER = ‘'admin_views'@'localhost'
SQL SECURITY DEFINER
VIEW app_interface.v_customers AS
SELECT
customer _id,
first name,
last_name,
city,
country

FROM production.customers;
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DELIMITER //
CREATE PROCEDURE app interface.sp update customer city(
IN p_customer_id INT,
IN p _city VARCHAR(160)
)
SQL SECURITY DEFINER
BEGIN
-- Validation métier
IF p city IS NULL OR LENGTH(TRIM(p city)) = © THEN
SIGNAL SQLSTATE '45000'
SET MESSAGE TEXT = 'City cannot be empty';
END IF;

UPDATE production.customers
SET city = p_city,
updated at = NOW()

WHERE customer id = p_customer id;

-- Audit trail
INSERT INTO production.audit log(
table name, record id, field name,
action, performed by, performed at
)
VALUES (
'customers', p _customer id, 'city’,
"UPDATE', CURRENT USER(), NOW()
)i
END //
DELIMITER ;
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CREATE USER 'admin_views'@'localhost'
IDENTIFIED BY 'impossible to guess random_string';

GRANT SELECT, INSERT, UPDATE ON production.* TO 'admin views'@'localhost’;

ALTER USER 'admin_views'@'localhost' ACCOUNT LOCK;
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CREATE USER 'app user'@'10.0.%'
IDENTIFIED BY 'strong password here';

GRANT SELECT ON app_interface.v_customers TO 'app user'@'10.0.%';
GRANT EXECUTE ON PROCEDURE app_ interface.sp update customer city

TO 'app_user'@'10.0.%';

-- Aucun GRANT sur production.*

Jl suvelbse povetse lJobosd Isuesd |Js Is gvss B pelb production . zos pe vtle Tdw
SQL: spJdu Jdeolzge b Jiss lJoslule 1dedgugs po edld byd 1desve ssedue Wb wpddsd

lUlelsle 1Jeget wol.

lcwls IJoslule lJpw@rpé

wost ldeunlosle lspal wdosle lgsls pwlbg )s:

PmacControl - http://pmacontrol.com/ar/site/blog_post/physical-separation-mariadb/


http://pmacontrol.com/ar/site/blog_post/physical-separation-mariadb/

CREATE VIEW app_interface.v_customer contacts AS
SELECT
customer id,
CONCAT (LEFT (email, 3), '***@t** ',
SUBSTRING INDEX(email, '.', -1)) AS masked email,
CONCAT (' ***-xx*x_t = RIGHT (phone, 4)) AS masked phone

FROM production.customers;
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CREATE PROCEDURE app_interface.sp search customers(
IN p search _term VARCHAR(100)

)

SQL SECURITY DEFINER

BEGIN
DECLARE v_count INT;

SELECT COUNT(*) INTO v_count

FROM production.rate limit

WHERE user = CURRENT_ USER()
AND action = 'search'

AND created at > NOW() - INTERVAL 1 MINUTE;

IF v _count > 10 THEN

SIGNAL SQLSTATE '45000'

SET MESSAGE TEXT = 'Rate limit exceeded: max 10 searches/minute’;
END IF;

INSERT INTO production.rate limit(user, action, created at)
VALUES (CURRENT USER(), 'search', NOW());

SELECT customer_id, first name, last name, city

FROM production.customers
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WHERE last name LIKE CONCAT(p_search term, '%')
LIMIT 50;
END;
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