wuedw PmaControl s 1Jlowle: sdsd 1Jielo
IJIdled

Aurélien LEQUOY - 13 i ,sJ 2026

PMACONTROL SECURITY HARDENING APACHE PHP MARIADB
HARDENING PMACONTROL — SECURITY LAYERS
Defense in depth for MariaDB / MySQL monitoring
NETWORK APACHE
PMAC
Protected
PHP SECRETS
Apache PHP MariaDB Secrets
Options -Indexes disable_functions=exec,... bind-address=127.0.0.1 crypted=1 in config
SSLProtocol TLSv1.2+ cookie_httponly=1 Least privilege grants chmod 600 db.config
Require ip 10.0.0.0/8 cookie_secure=1 slow_query_log=ON Vault / env vars
No public exposure Web vs CLI isolation SELECT/INSERT/UPDATE only External secret store
ACL CSRF Permissions Monitoring SQL Injection Fix

acl.config.ini Token validation 640 config files API access logs Tag Client Environment Backup

Profile-based access All state-change forms tmp/ data/ writable Telegram auth alerts Prepared statements + whitelist

FIREWALL: iptables -A INPUT -p tcp --dport 443 -s 10.0.0.0/8 -j ACCEPT | --dport 443 -j DROP

PmaControl Jsso pdlost ldepdIJs

PmaControl sgv,w gds tsle [Jlowlz MariaDB / MySQL. s@sp wwtisu wslule leweh IJle ol
spdlest SSH gpdlssuw 1Ubls sooss Bless lJoslole. I3l Gle ey Jpolzeso wlEw,lé PmaControl.
Se0 ldeteed [0 sds0 Jrse €d 1dswesd Us Idwoss Idipslusss Joless 1o slole
<lJIled.

Ssuet o3l lUsdsd wddlppsd lolsle |Jo@ess |lJos ste wbosdel god sgee PmaControl L
Jlowlz. loo sles po wrdsd lpos sleds sstlbs JJ bogs: Apache, PHP. MariaDB. 1Ji |, ACL.

CSRF. [gole ldpdusle glde,lEus.

IJboys 1Jlgds: lulegus

welsd dlses 1Uxdsd



lee)lyosh spdo J- Apache g0 pressle 1sdlsd wigo pdwd Wo,gw. o3l wuw,o Jdpedgele:

<Directory /srv/www/pmacontrol>
Options -Indexes
AllowOverride All
Require all granted

</Directory>

N

-Indexes” ¢, dlod Jdoddlsue. wrgvoli spdo Jdeolee lowedynle woss ldeugnse sldews, eds

edulo lJodsso slduwedle sldedldo.

< ,4o HTTPS

PmaControl spdd wslule lJlewel cuye slpet s bdole HTTP. a9y HTTPS. spdo Jdeolze

eds |dgvods lewlgeol:

<VirtualHost *:80>
ServerName pmacontrol.internal.company.com
Redirect permanent / https://pmacontrol.internal.company.com/

</VirtualHost>

<VirtualHost *:443>
ServerName pmacontrol.internal.company.com
SSLEngine On
SSLCertificateFile /etc/ssl/certs/pmacontrol.pem
SSLCertificateKeyFile /etc/ssl/private/pmacontrol.key

# Modern TLS only
SSLProtocol -all +TLSvl.2 +TLSvl.3
SSLCipherSuite HIGH:!aNULL:!MD5: !3DES

DocumentRoot /srv/www/pmacontrol

</VirtualHost>
SYwuey eds ldgvaede Iblegdse

PmaControl JI sowés el iy swpe e,000 £ds 1dlow,ow. wdsss lUsuesd 1Js 1doveJs
|l dss:
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<Location />
Require ip 10.0.0.0/8
Require ip 172.16.0.0/12
Require ip 192.168.0.0/16

</Location>

s Ul od po 3JI: yoe PmaControl ¢Jo gveoIJs VPN o Jl wdgucso eds 1JlbJl e, Apache
1Jelp.

Lilde lJpgeswd lJlw,,lyes
Sovetsw puesw Apache |Jle luss (000-default.conf ) Jis loweedle eds eoslo IP 1J¢l o

olJelp. giso:

a2dissite 000-default.conf

systemctl reload apache2

2990~ lJlelo
luos Jssuw lely HTTP:
Header always set X-Content-Type-Options "nosniff"
Header always set X-Frame-Options "SAMEORIGIN"
Header always set X-XSS-Protection "1; mode=block"
Header always set Referrer-Policy "strict-origin-when-cross-origin"

Header always set Content-Security-Policy "default-src 'self'; script-src 'self' 'unsafe-

inline'; style-src 'self' 'unsafe-inline'"

lJbo@ye |Jelyse: PHP

welbsd IJsblise 1Jel,o

suvwise PmaControl exec() g shell exec() Jepdsle pesus (SSH. Jegeses). sldzd JI sIdpw

s websdol eds puvwss lJelde od s e5d 1Jepld 1d3s0 steleso [Jsol.

cldowes Jegesad [Jsse (IUslzes):

; php.ini ou .user.ini dans le DocumentRoot

disable functions = exec,shell exec,system,passthru,popen,proc_open
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expose php = Off

JJ&_l,oJLSu IS CLI (|J,o-fjuuu6 |JéJo);_J|C$L__sE>; |quuop&_)l

; php-cli.ini — ces workers ont besoin de shell exec

disable functions =

ssuepew o3l 1Juod g0 B3,6 slzes lUsgsw gds wudds) i_9|,oJ lJoble: zws Jg ggs [deolze &g s

leoss.

cduvle lpue
session.cookie httponly =1
session.cookie secure =1
session.cookie samesite = Strict

session.use strict mode =1
session.name = PMACSESSID

cookie_httponly seve JavaScript eo Japsd 1ds pds ctoss |oulb 1Jzdws (zelss XSS).

cookie_secure wi e 1JlwlJ go, HTTPS sb. cookie samesite = Strict’ szps po CSRF IJIuwlwis.

IJoo po ldotesd sldeousss
upload max filesize = 2M
post max size = 8M
max_execution_time = 30

max_input_time = 60

memory limit = 256M
PmaControl JI szwlz lds ogesdle gogps. Uz Joddsd gvlt [Jozse-
lewsls ogues PHP

expose php = Off

56 03l |JJs lJs Jluw X-Powered-By: PHP/8.x o0 lpweglole HTTP.

lJlb< 96 3: MariaDB
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wPssd lposhle |Jeguweesre PmaControl

oe lJowosw. '&Ugrﬂ swewe lJeyvetre PmaControl oldlewslile [JJleds. w@ssoo:

-- Révoquer les privileges excessifs
REVOKE ALL PRIVILEGES ON *.* FROM 'pmacontrol'@'localhost’;

-- Accorder uniquement ce qui est nécessaire

GRANT SELECT, INSERT, UPDATE, DELETE ON pmacontrol.* TO 'pmacontrol'@'localhost';
GRANT SELECT ON performance schema.* TO 'pmacontrol'@'localhost’;

GRANT REPLICATION CLIENT ON *.* TO 'pmacontrol'@'localhost';

GRANT PROCESS ON *.* TO 'pmacontrol'@'localhost';

FLUSH PRIVILEGES;

el IJlpw sl 1JIgJ: PmaControl szelz wdb 1Js @lss 1Jpdlssow slddwlos [Js dleswo

¢l o.

seb oldegosw lderds

stw o wunwee dless lJoslole PmaControl @b eds 1dslzes [Jezdss:

[mysqld]
bind-address = 127.0.0.1

151 Jly PmaControl géleswo pozersu eds uduw IJtbe (IJodsso lJupsdts) bl sst pveow
Jdlpveele o) ldgvo Js.
apé].;u auuc.gJ |J]oJu_a|a |chu|,_yu6

[mysqld]

general log = OFF # Trop verbeux en production

slow query log = ON

long query time = 1

log error = /var/log/mysql/error.log

guu|&) uch |J|uuotJ|lo |ng§§ IS |.3Jou'b|J U|uuo&J|,o|o sy UJag_zg&;é Uo@ G wynvsy

IJs tdos SQL pyweiJs.

IJbo@e 1 legs: 1Jigu,l,
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wguds) wslule lJlge el
PmaControl s¢ju wslole lewelh ogwesd |Jsesd s db.config.ini.php . o3l lJpJdd sogp
; configuration/db.config.ini.php
[default]
driver = mysql
host = 127.0.0.1
port = 3306
login = pmacontrol
password = "ENCRYPTED VALUE HERE"

database = pmacontrol

crypted =1

wtoy ldedlpes crypted=1 PmaControl owd wgvids) Jdes 1des) s sdw lJognvesd. puwlz

lJeougvids,) podued €0 pdod IJodsso.

loveo e ptsiol vuusl sl

cldopwes Jepdsle vgv ot Ideees: dp Cldluwetlos cegels thess JJlowl:
e Vault (HashiCorp): sgwwlisg PmaControl &, lss [Jlw,l, o, API
e AWS Secrets Manager is GCP Secret Manager: JgpJslo |Jugv, Idgvtloss
o potsle Idosse: 1o IUbos 1Jélod Jdeboss: [woed po 1Jooe 1Jelbs
# Exemple avec variables d'environnement

export PMAC DB PASSWORD="secret value"
export PMAC_SSH PASSPHRASE="ssh secret"

cpl.jé ,oJ._slu |Ju.f]_9.SU

# Propriétaire : www-data (l'utilisateur Apache)

chown root:www-data /srv/www/pmacontrol/configuration/*.php

# Permissions : lecture pour le groupe, rien pour les autres

chmod 640 /srv/www/pmacontrol/configuration/*.php

# Le fichier de credentials ne doit étre lisible que par www-data

chmod 600 /srv/www/pmacontrol/configuration/db.config.ini.php
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IJbods 1Jelegus: ACL (gslise lJorde s 1Jsuesd)

eolcees acl.config.ini

stwss PmaControl gJs vbble ACL $lise eds pdu [Jeg)s. st ldpdwd acl.config.ini pdud

lJoe s 1Uss spdue ldsuesd lJs sr0s ldotde.

; configuration/acl.config.ini
[admin]

* = allow

[dbal

Slave = allow
Server = allow
Dashboard = allow
Backup = deny
Config = deny

[readonly]

Slave = allow
Server = allow(show)
Dashboard = allow

* = deny

lJdsles 1wl pwse:
e wdsS spdle IJerde leyulyus: Config . Backup . Install . Api szw lo sJso ldsuesd
lJsol pwlel Jdeuwssdso sk
e logwls pdod wersw JJdolse B9l JJebs,so Idsso steleso [ds luveuvbs 250 wessd

e lJesdsd wlowble: olds o lo soole Idorde Ugssss [ puels pelbls @slise ACL

celse vl 1Juolse | Jolpes

wtwe vdlb 1Juelss tunlpws wuwdd tlue:

[admin]

Install = allow ; Installation / réinstallation

Config = allow ; Modification de la configuration

Api = allow ; API REST compléete

Backup = allow ; Accés aux backups (contient des données)
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[dbal

Install = deny ; JAMAIS accessible aux non-admins
Config = deny

Api = allow(read) ; Lecture seule via API

Backup = deny

IJbo@s lJgulgue: CSRF (w96, lJbJdule go, 1Jeslde)

IJozdd pu 9te2 1duess |Jppsie

stw o swuepo JJ upssz PmaControl ,e; CSRF |Jpps

<form method="POST" action="/slave/start/42/">
<input type="hidden" name="csrf token" value="<?= $csrf token ?>">
<button type="submit">Start Slave</button>

</form>

e tlow Ideher ste eds sros Idotde Idotdd po vots e ldees):

if ($ POST['csrf token'] !== $ SESSION['csrf token']) {

throw new SecurityException('Invalid CSRF token');

Iolsle 1Jzelss Jigdese

Ulolsle IJos oesd 1delds o 1JIde lopss:
o wos/lsdle 1dudsd

e otbs IJebl

o looloss / LilJs 1l

o wersd lJodsso

o louwls / 338 Idpuwetoe

w290 Cpl.___sb CSRF, .___S‘O-EJL') JJ.oolcro nglJ DBA |J,ouqu {—_JLS !._S(jld IJL)()-UC |Jrou,o|uJ Jtl)ro

lJloelz eo bosd Lovld Jlob poszz [dse.

IJbo s ldgulegs: boole 1Jpdw
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onee IJbsule

# Répertoire principal : lisible, pas modifiable
chown -R root:www-data /srv/www/pmacontrol/

chmod -R 750 /srv/www/pmacontrol/

# Répertoires d'écriture : www-data propriétaire
chown -R www-data:www-data /srv/www/pmacontrol/tmp/

chown -R www-data:www-data /srv/www/pmacontrol/data/

# Fichiers PHP : lecture seule pour www-data

find /srv/www/pmacontrol/App/ -name "*.php" -exec chmod 640 {} \;

# Configuration : restrictif
chmod 640 /srv/www/pmacontrol/configuration/*.php

chmod 600 /srv/www/pmacontrol/configuration/db.config.ini.php

lJpenl: www-data spJdoo &l 1JJss sldelos s tmp/ g data/ . Jl spdo wessd lJoedsele

lIJeess Idpwes Is Idedsso.
IJbods 1Jeleus: 1desldws 1Jlposs

IJsuesd 1Js IJused API

St wowtsd JJ pdldes |Js APIREST Clpwesle:

o ldbloe ldipos

PuPo) IP

o ldpowetae (1,05 1dpes))

udbs UQoLﬁsé wyNeS

ses ldlpweelos

// Dans le middleware API
$log = sprintf(
"[%S] %S %S %S - %d",
date('Y-m-d H:i:s'),
$ SERVER[ 'REMOTE_ADDR'],

$user->name,
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$ SERVER[ 'REQUEST URI'],
http_response code()
);
file put contents('/var/log/pmacontrol/api.log', $log . "\n", FILE APPEND);

wouwselou usdsle gus Wyud lJpgelbve
8p wlesh wyuwse Telegram JJJ Wynd s lJlo ol J:
if (!$auth->isvValid()) {

Telegram: :send(
"M Auth failure on PmaControl\n"

"IP: " . $ SERVER['REMOTE ADDR'] . "\n"
"User: " . $ POST['login'] . "\n"
"Time: " . date('Y-m-d H:i:s')

stw 1o wirs wdle tldle Gugvd po 0Buw £uslo IP £J1J 5 58158 1Js T tlb, psdw.

eolvws pdule IJodgso

lowegse inotifywait lg bls punuleos JIdwgules lJwissle s, ldeove,t wol:

inotifywait -m -r /srv/www/pmacontrol/configuration/ -e modify,create,delete |
while read path action file; do

echo "[$action] $path$file" >> /var/log/pmacontrol/config changes.log

# Envoyer alerte Telegram

done

IJbogs 9: 1JguoJde

Jdsles ol 1Jeelss

# Autoriser HTTP/HTTPS uniquement depuis le réseau interne
iptables -A INPUT -p tcp --dport 80 -s 10.0.0.0/8 -j ACCEPT
iptables -A INPUT -p tcp --dport 443 -s 10.0.0.0/8 -j ACCEPT
iptables -A INPUT -p tcp --dport 80 -j DROP

iptables -A INPUT -p tcp --dport 443 -j DROP
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# Autoriser MySQL uniquement en localhost
iptables -A INPUT -p tcp --dport 3306 -s 127.0.0.1 -j ACCEPT
iptables -A INPUT -p tcp --dport 3306 -j DROP

Jl 592> pEuue Ele

PmaControl Jl sowés lwolly sdso pelefldsuosd lJse e o, ow. tes pe ldpuolds: wlo

oot 1Jotse Jos, ool

o swp wtjsu wslule lgwel IJggbe lJelgogs JJlgvld
e swp wtjsu pdlest SSH
o west Jd 1Jslzes cowss Idlelsle eds tsbe lJlosle

I3l 1o 1spesd €0 wes pbdsol Bluueese VPN (WireGuard., OpenVPN) Iy ;s SSH.

IJbogs 10: IJzdo SQL - IJedle

2 lJesdsy Ibleds Jassol el Idzdgo SQL wes iJL_J& spole wrde:

Jeslde IJelds th, tedle

Tag.php lJools Issolesds Jzpds WHERE lowveedlele sle pedple
Client.php IJopwdowd S 1Jesuvtle lpweedlele Slo pedele
Environment.php lJlweosals lJpwgs,) oldo,oso BY Jélses ldosuels JJeesd
Backup.php eedes Jo swpe lJElsel s LIKE lpweedlele sl pedele

vod (IJyegsw9s):
// Tag.php — VULNERABLE

$sql = "SELECT * FROM tags WHERE name LIKE '%" . $ GET['search'] . "%'";
$results = $db->query($sql);

wes (leo):
// Tag.php — SECURISE

$sql = "SELECT * FROM tags WHERE name LIKE ?";
$results = $db->query($sql, ['S%' . $ GET['search'] . '%']);
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oldoowws Jeolle ORDER BY. Blo 1Jdlises ldosuels os 1Jd 1JTeo 1Jstss:

$allowed columns = ['name', 'created at',6 'id'l];
$sort = in _array($ GET['sort'], $allowed columns) ? $ GET['sort'] : 'name';

$sql = "SELECT * FROM tags ORDER BY " . $sort;

Ilspee prlees lJoyadw
dod suee PmaControl s lJluwle: wzdd pu wers JJ vdbs:
o [] iglo,_)’u‘;: -Indexes ppdd)
o [ 1lolegus: HTTPS 1JG 0w, s
o [lologus: spesd pdss Ids Iduveds 1sledss
o [lologus: wpo Llds lJewpsas Mo lups
e [ ]PHP: wp wegbsd ldsblsw IJebs,s eds pursad ldsso
e [ ] PHP: session.cookie httponly = 1
e [ ] PHP: session.cookie secure = 1
e [ ] PHP: expose php = Off
o [ 1 MariaDB: ppuetsrp swpot wldes IJbos po llewshile
e [ ] MariaDB: bind-address = 127.0.0.1
o [ 11Jiswl: wslole 1Jlewels IJpgnes s ( crypted=1)
o [1pdile IJodsso: 1ol 640
o [ 1ACL: gpolo IJotdpe [dzunlpws pdsos
o [1CSRF: 1 ps5 Iepsie Jeest luwdld Ilolsle
e [11ds0le: tmp/ g data/ Wb lJpzdsle IJdlods JJIelos
o [11Jesldws: pwed ldsuesd AP
o [1Jpildws: woosele gus Suvd 1deweldds
o [Tlduwods: el IUzelss potsd
o [11dpweds: Jl s & Ele

o [ 1SQL: lJlpweedlele Jos wp wdssyel s [Jedles sldepsd sldosiss sldouve lJlcoslbs

IJedlges
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lo wlpso PmaControl Jsuw el - wd os Idejle. owpwe 1Ubls Olpdloss Idsuesd [Js tsbe

|J!Qo|c_ MariaDB / MySQL, 9wTISU u,_slulu |J|{—_op|), 3§pdoo| [CTSTE- ) |Ji3|pJ e SSH.

wop tpdss IJoppdo bs bodle: dJ bogs (Apache, PHP, MariaDB, Secrets, ACL, CSRF.l590le.

dvods) wussd Tl Il wp leesld less Ibodle. wlo Idbodle 1l s oulbs IJpolze.

sldto, [dowly: IJ o3 IJeslos, dslguss sdlods Jobosd Ws sse epd sles. IJoddwss JI

w38, pdlos wetlb, IJpgslyw wldooss IJoross Jdless Ioslolo 1Jglues wd.
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