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PMACONTROL SECURITY SQL-INJECTION AUDIT HARDENING

SECURITY AUDIT — HARDENING ROADMAP

PmacControl internal audit — findings and remediation
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CRITICAL CRITICAL HIGH HIGH
SQL Injection Shell Injection Plaintext Secrets No CSRF Tokens
Dynamic query building shell_exec() with user input Passwords in config files Forms without protection
4 controllers affected BackupController — RCE risk No encryption at rest Cross-site request forgery
\ J
MEDIUM
Scattered ACL
Inconsistent permission checks
J
REMEDIATION ROADMAP
P1 — IMMEDIATE Ja2a P2 — 30 DAYS 5124 P3 — 90 DAYS R
Parameterized queries Isolate SSH/backup workers ACL middleware + Normalize
Remove shell_exec + CSRF + Encrypt Rate limiting + FS permissions Security headers + Logging
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// Pattern trouvé dans plusieurs controllers
$sql = "SELECT * FROM servers WHERE name LIKE '%" . $ GET['search'] . "%'";
$results = $db->query($sql);
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// Avant (vulnérable)
$sql = "SELECT * FROM servers WHERE name LIKE '%" . $search . "%'";

// Aprés (sécurisé)
$sql = "SELECT * FROM servers WHERE name LIKE ?";
$results = $db->query($sql, ['S%' . $search . '%']);
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// Pattern trouvé dans BackupController

$output = shell exec("mysqldump -h " . $host . " -u " . $user . " " . $database);
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// Mesure transitoire (pas suffisante seule)

$output = shell exec("mysqldump -h " . escapeshellarg($host) . " ...");

// Solution définitive : pas de shell du tout
$pdo = new PDO("mysql:host=$host;dbname=$database", $user, $pass);
// ... backup via PDO et SELECT INTO OUTFILE ou équivalent
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// config/database.php
$config['servers'] = [
'prod-master' => [
'host' => '10.0.1.10',
'user' => 'pmacontrol’,

'password' => 'P@sswOrd123!', // En clair
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// Aprés remédiation

$config['servers'] = [

'prod-master' => [
'host' => '10.0.1.10',

'user' => 'pmacontrol',

'password' => getenv('PMAC_PROD MASTER PASS'),
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// Génération du token
$ SESSION['csrf token'] = bin2hex(random bytes(32));

// Dans le formulaire

<input type="hidden" name="csrf token" value="<?= $ SESSION['csrf token'] 7>">

// Validation c6té serveur

if ($ POST['csrf token'] !== $ SESSION['csrf token']) {
http response code(403);
die('CSRF token mismatch');
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// Controller A : vérifie les permissions
if (!$user->hasPermission('server.delete')) {

redirect('/unauthorized');

// Controller B : ne vérifie rien
public function deleteServer($id) {
$this->ServerModel->delete($id); // Pas de vérification ACL
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// Middleware centralisé
class AclMiddleware {
public function before($controller, $action) {
$permission = $controller . '.' . $action;
if (!$this->user->hasPermission($permission)) {

throw new ForbiddenException();
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